=1 X

INDUSTRIES, INC.

Defender

Access Control Management
Software Suite Guide

Q)

&

%
(=)
S
P
=
7 0]

(%]

oY
@D yi2
ED @

L:

O 2 :
POWFs RD{ +12 GND

This document is made available to EMX product owners and users for integration purposes. The
information contained in this document is constantly subject to revision.
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The Software Suite Guide provides the procedures and information necessary to use Version 6.9
of the Access Control System with the EMX-DEFENDER. These procedures will guide

you to use the following groups of functions:

e Badging

e Hardware configuration

o Database configuration

¢ Monitoring

e Reporting

e Administration

This document is written for two kinds of users. Part 1 is designed for the actual installation of
the Access Control System’s program, such as security personnel who will be setting up the
system. Part 2 is designed for the administrator who will be configuring and maintaining the
system.

e Network Communication: TCP/IP

e Communication mode: 10Mbps/100Mbps adaptive

e Controller: supports up to four readers for gate/door control

e Controls up to four gates/doors (4 output relays) per controller: controls each gate/door by
e cardin/card out or card in/exit out using exit device

e Controller supports User Memory: up to 20,000 users

e Controller supports Event Buffer: up to 100,000 events

e Controller supports Reader input protocol: wiegand standard 26-bit

e Controller supports up to four wiegand devices

e Controller supports up to four request to exit inputs: push-button, motion sensor, etc
e Controller supports four output relays for door strike and/or magnetic lock (or gate

e operator) control: 2 each 10A, SPDT relays, N/O-Com-N/C

e Controller supports gate/door position input: 2 each SPST relay, N/O, input (10A)

e Power consumption: less than 100mA

e Power consumption of circuit board: TCP communication 225mA (without load)

e Power supply required: 12VDC @ 3A, if using a magnetic lock

e Controller to controller 328" maximum distance: dependent upon the network coverage
e Maximum number of networks: no limit

e Operating Temperature: -32° F to 149° F (-35° to 65° C)

e Operating Humidity: 10~90% RH Non-Condensing

o Sjze:6.3"x4.2" (160 x 106 mm
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Part 1 - Setup and Remove Applications

Setup Applications

File Home Share View hd ﬂ
&« v > This PC » DataDrive (D:) » VB.9_ACCESS ~ O Search V6.9_ACCESS o
3 Quick access 4 . & 0 -_ i _._' L |
. WINTO PRO 64 (C:) =
_ DotMetFx20 MDAC22 SOUND Style VE.9_EN Windowsln zh-CHS zh-CHT aboutlLoge.
= DataDrive (D) sP2 staller3_1 PG

Downloads

Documents

i i o i
] ] e ]

ADODB.Il backlmage. C1.CMEecel. CLCIPrint Cl.Commo  C1.WinC1 ClWinC1l CIWinC1L C1.Win.C1

%% %N %N

= files (\WNetcloud) (M:)
. PG DLL Document. n.OLL Comrmand. nput.DLL ist.DLL PrintPrevie
== Public (\WDMYCLOUD) (W:) DLL DLL w.DLL
. . i [, | [,
& OneDrive - hk sar baomin inc s - - -, . .
0k o o o
g . =% w . =@ b
@ OneDrive - Personal - Aobe - ﬂ . .
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I This PC TrueDBGrid Wire TCP TCP dll b ault.sql
- DLL Guide.pdf Datasheet. Datasheet.
docx pdf

l" Metwork

] -y

iCCardCust  iCCard-Mj  iCCard-WG  Interopjma  InteropJRO  Interop.Me  Interop.MS  Interop.5Q  invalidCard
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.ﬁ- ) .ﬁ- ) [
- -
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First download the ‘Controller.zip’ file from our website. Unzip the files and remember where you put
them because you need them later to install the operating software.
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Software Setup

Find in the directory called 'V6.9_ACCESS/, the
program called setupWin7.exe (on computer
running Windows 7 or newer) and run this
program. You will get the windows screen right of
this text. You can also run the ‘setup.exe’
program, it may ask you to run in compatibility
mode.

Press the ‘Next >’ button and you will see the
following screen which will allow you to install the
software where you want it installed.

You will then get a ‘Confirm Installation’ screen
that will let you know everything is ready to
install. Just select ‘Next > to install the software.

iig Contactless Cards Management System[Access Control & Att...

Welcome to the Contactless Cards Management
System[Access Control & Attendance] V6.9 Setu. ..

The installer wil guide you through the steps required ta install Contactiess Cards Management
Spstem[Access Contol & Attendance] VE.9 on your computer.

WARNING: Thiz computer pragram iz pratected by copyright law and international treaties
Unauthorized duplication or distribution of this program, or any portion of it, may result in severe civil
of criminal penalties, and will be prosecuted to the magimun extent possible under the law.

Cancel < Back

iig Contactless Cards Management System[Access Control & Att... —

Select Installation Folder

The inztaller will install Contactless Card: Management System[Access Control & Attendance] VE.9
to the following folder.

Toinstall in this folder, click "Mest”. To install to a different folder, enter it below or click "Browse".

Folder:
C:ACCardh

Browse...

Disk Cost...

Install Contactless Cards Management System[Access Control & Attendance] V6.9 for yourself, or
for anyone who uses this computer:

(®) Everyone
() Just me:

Cancel < Back

ii‘% Contactless Cards Management System[Access Control 8 Att.. —

Confirm Installation

The inztaller is ready to install Contactless Cards Management Systemfccess Contral & Attendance]
WE.9 on your computer,

Click. "Nest" to start the installation.

Cancel < Back

Next you will see the following screen below to the left to let you know that you are now installing the
software and once competed, you will see the screen below to the right.

EMX Industries, Inc.
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iig'.j— Contactless Cards Management System[Access Control 8 Att...

iisj— Contactless Cards Management System[Access Control 8 Att...

Installing Contactless Cards Management (. Installation Complete (.l
System|Access Control & Attendance] V... ol v
Contactliess Cards Management System[fccess Control & Attendance] Y6 9 is being installed | Contactless Cards Management Systemféccess Control & Attendance] WE.9 has been successfully
| installed.
EEa Click "Close" ta exit.

Fleaze use Windows Update to check for any critical updates to the MET Framework.

< Back Mext » Cancel < Back

Management

You will also see the following icon displayed on your computer screen cn=1s which will be a shortcut
for starting the program. If you want to delete the program from your computer, then you would need

to go into your control panel and remove the program. We now have loaded a copy of the operating
software on our computer, let's get started.

Register Software

First download the ‘Controller.zip’ file from our website. Unzip the files and remember where you put
them because you need them later to install the operating software.

% Contactless Cards Management System V6.9

Basic Configure  Access Control Basic Operate  Cne Card MultiFunc  Tools | Help

El-  Basic Corfigure - =

- -S4 Controllers 2 - -1 _ {l | Abcut.. I S

S Departments Check Adjust Time Upload Remote Open Monitor Doorstep op Cles
i 1} Personnel 1

- Lost Card Register [Select many doors by CTRL + Left Click] Manual

B~  Access Control L

- L@ Access Priviege : 1 Systern Characteristic

=~  Basic Operate m
.grd Congole 11

Once you select About, you will see the following
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In order to fill out this correctly, enter the
following:

e Company Name: does not matter what is
entered here

¢ Building Company: does not mater what is
entered here

e Register Code: you must enter ‘2004

Then press the OK button, and your done.

Contactless Cards Management System V6.9

Version: 6.9.21.18353
Database Version: 33

Register

Company Name: |

Building Company: |

Register Coder |

0K Exit

Now that the software is installed properly, let's

Management

click the cn=ves jcon to run the Access Control &
Attendance V6.9 software.

The first screen you will see is the login screen. It
will open as pictured to the right of this text and
let you Login to the Access Control Software.

By default, the username is ‘abc’, the password is
123", It is normally recommended that you
change this once you have configured the
system.

Once you first login, the screen will display a basic
guide. If you do not have the experience, or this is
your first time setting up the system, just ‘Close
Guide’ for now it is more useful once the system
has been fully installed. This guide will give you
the main functions needed to quickly operate the
system once configured.

Usar Nama: |abc

Passward: |™

oK, | Esit |

Cortactien: Cands Management Syitem VA S

Esic Oponate

One Card MutsFunc
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After closing the ‘basic guide’, the operation
windows menu is as follows.

Bavic Configure Accma fonfnel
:‘-n-ﬂ--\.-"-n'-l..-- [
™ Dl =
&1 1ad Controller
j A2 1 Test Conbolles
B dAsto mdd Caed, P
£ 4 UpcaisPrralegs

el T
B & oo
1
Tl 7 Oomricas L
i oy Pacords | |

I i e e

A Cleas Gusde

Lo

Part 3 Adding and Editing Basic Information

Add Departmental Information

First you must select the ‘Departments’
from the ‘Basic Configure’ Menu option. It
should look as follows with a ‘New
Department’ window being displayed. You
may also create a specific Department
name of your choosing

=8 Contactless Cards Management System V6.9

Basic Configure  Access Control

=

=

Atendance

B Access Control
-8 Access Privilege

Basic Operate  OneCard MultiFunc  Tools  Help

Basic Configure
Controllers
Departments

e Lol S #e =]
New Depariment New Section Edit Delete Refresh

~#  Personnel
Lost Card Register

Basic Operate
2§ Console

[-1 Adjust Time

; Upload

[ Moritor

Tl Dawnioad

&8 Query Card Records
One Card MutiFune

Engineering
Operations
Sales

Department

Once you have entered all the Departments,

Basic Configure  Access Control

8 Contactless Cards Management System V6.9

Basic Operate  OneCard MultiFunc  Tools  Help

EMX Industries, Inc.
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This will look as:

=% Contactless Cards Management System V6.9

Basic Configure  Access Control  Basic Operate  One Card MultiFunc  Tools  Help
Bl Basic Configure =1 =1 T
Controllers . )
& Deparments New Department New Section Edit Delete Refresh
8, Persornsl -
----- Lost Card Register = Operations
B Access Control [ Shipping

| L5 Access Priviege - Sales
=+ Basic Operate
i Console
i 4B Check
[1 Adiust Tme
* pload

a
 One Card MuliFunc
Attendance

Add and Edit a Card Holders

First you must select the ‘Departments’ from the ‘Basic Configure’ Menu option. It should look as

follows with a ‘New Department window being displayed. You may also create a specific Department
name of your choosing

=% Contactless Cards Management System V6.9

B~ Basic Corfigure

. Controllers

488 Depatmernts
-HE=T

----- Lost Card Register
E-  Access Control

. 58 Access Privilege
El-  Basic Operate

----- Cansole

----- Check

----- [-] Adjust Time

..... - Upload

[ Manitar

T Download

B Query Card Records
E-  One Card MuttiFunc
#-  Atendance

Basic Configure  Access Confrol Basic Operate  Cne Card MultiFunc  Teols  Help

=T R By =7 ih
Details Mew Edit Delete Add By Reader Print Export To Excel Batch Update Find
Personnel
Mo. Warker No. Mame Card ID Department Attendance |Access

In order to add new Personnel, you must click on the ‘New’ icon. You can continue adding cards by
once filled out, select the ‘Add’ button, this will increment to the next card holder. You may also choose
to add card holders by selecting ‘Add By Reader’ button to enroll by using any connected reader and

‘reading’ the credential into the system.

EMX Industries, Inc.
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Note: It is important to change the default ‘Deactivate’ date beyond the year 2020 or you will receive
a Time Zone error when trying credentials and the credential(s) will not be allowed access until
corrected. To correct it - under ‘BASIC OPERATE' click on the ‘Check’: icon to verify proper setup. Once
here, click on ‘Select All'and then click on ‘Check’. If incorrect a ‘Time-Zone' error will occur. To correct
this, go to ‘Basic Configure' then go to ‘Personnel’ and click on ‘Batch Upload’, check off ‘Valid Date’ and
apply new year (example, 2030) and hit ‘OK’. Next go to ‘BASIC OPERATE' and click on ‘Upload’, then
click on ‘Select All'and hit ‘OK'. Re-check credentials to confirm access now.

=2
Basic Configure  Access Control Basic Operate  One Card MultiFunc  Tools  Help
B Basic Configurs o 0 o.en =n : =
Cortrollers o e 0 = = il
2 Deparmerts Detsils New Edit Delete Add By Reader Print ExportToExcel BatchUpdate Find
&Y Personnel Personnel
Lost Card Register = 5 = 5
B Acomes ol Ho Vorker No.  [Name Card ID Department Attendance | Access Control | Deactive
i =@ Access Privilege
S+ Basic Operate 3 card01 1300101 Enginesring v v 12/3172020 12:00.00 AM
Console 3 1213112020 12:00:00 AM
A ek e 3 1213172020 12.00.00 &M
- Upllnad 4 . 12/3172020 12:00:00 AM
Monitor 5 Main ‘ Others | 2/31/2020 12:00.00 AM
T Dowrnioad 3 [12/31/2020 12:00.00 AM
&8 Query Card Recards 7 = . 1213112020 12:00:00 AM
5 One Card MutiFunc User No.: [& Card ID: || AL A
Attendance * Name: Department: -
* Reguired Worker No.

W Attendance ¥ Access Control  Deactivate: [2020-12-31 =

Add 0K Cancel

Note: The Card ID consists of the Facility Code + the Card ID, example 01300101 for facility code 13
and ID number 00101

If you want to add a photo, you can just select the ‘Photo’ button, just right of the ‘Card ID'. You can
also add other information about the card holder by selecting the ‘Others’ tab, just right of the ‘Main’
tab. The information screen will look as:

=
Basic Configure  AccessControl  Basic Operate  OneCard Multifunc  Tools  Help
Bl Basic Configure 0 o0 D : = =
Controlers (IR 2 i
#4 Depaiments
& Persomel
Lot Card Registerl - . .
Bl Access Cortrol B L Attendance | Access
=8 Access Priviege ) L
El- . Basic Operate e hd Corp. " v
ﬁ Consale Nationality: Tite v v
Check - . =
[ Adiust Time Religion: Tech Grade -
*: Upload i v v
Monitor Hometown: Cert. Type: v v
T Download N — |
£ Query Card Recor Birthsy Cert 1D
B One Card Mutifunc Marriage: [ SeclInsursnos [
Attendance No
Political Join Date
Cuture: Leave Date
Vork Phone: Emil:
Mobile Addr
Home Phone: PostCode
En. Name: Nete
oK Cancel
I
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Import Card Holders Information from Excel

=% Contactless Cards Management System V6.9

In order to Import from an Excel file, you must push the following keys on your keypad to open the
menu: ‘Ctrl + Shift + Q’, you will now, have the ability to Import from Excel.

Basic Configure  Access Control Basic Operate  One Card MultiFunc  Tools  Help
=8 Basig (Ii-znf‘ilgure EY dm 1 K i = 4 i
ontrollers
4% Departmerts Details MNew Edit Delete Add By Reader Print Export To Excel Import From Excel Batch Update Find Card Check
Personnel Personnel
Lost Card Register Mo. ‘worker No. Name Card ID Department Attendance | Access Control | Deactive
- Access Control
.78 Access Privilege
[+ Basic Operate 1 card01 1300101 Engineering ¥ ] 12/31/2020 12:00:00 AM
% Console 2 card(2 1300102 Engineering v ¥l 12/31/2020 12:00:00 AM
8 G > N 123172020 12000 AW
: - Uplload 4 card(4 1300104 Engineering v v 12/31/2020 12:00:00 AM
] Monitor 5 card05 1300105 Enginesring v v 12/31/2020 12:00:00 AM
Download 6 old card 1500005 Engineering v v 12/31/2020 12:00:00 AM
! Query Card Records 7 old card2 1301005 Engineering v v 12/31/2020 12:00:00 AM
- One Card MultiFunc
- Aftendance

If you want to use an Excel template for importing customer’s information, just edit the document
called ‘userinfo.xls’ located on your computer directory where the program was installed. Example:
‘C:\iCCard'. A sample of the information needed for loading card users in Excel are:

Worker No. Name Card ID Department
car01 emxtest01 1301005 Engineering
car02 emxtest02 1500005 Engineering

Once you have completed editing all card holders, you can also Export then to an Excel file for later
editing.

Your organization can prevent material or information robbery, by limiting / supervising the access to all
or part of your facility (lab, computer room, or storage areas) to authorized persons, during specific time
periods.

Smart multi-technology controllers, linked to advance identification systems, are programmed to control
"who is going where and when". Each person is equipped with a personalized card or

another ID that controls access.
When a badge holder needs permission to access a particular area, the information is relayed
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from the reader to the controller. The controller either grants or refuses access according to the

parameters defined (access levels, time zones, etc.) The operations are then sent to the

PC and listed in the backlog and the journal.

Access control parameters are mainly defined in the ‘Parameter’ section of the application.

Hardware Configuration

The first thing you should do is to turn off your firewall for a few minutes.

Then you must select the ‘Controllers’ from the ‘Basic Configure’ Menu option. It should look as pictured

on the next page below this text.

Click on the Search.Net icon, this will search for
your controller. Once you get the popup window
as seen below, click on the Search icon on the
bottom of the window. You should then see your
controller information as pictured to the right.

L L L]
Bipm (a0 Dsiste Upload Pres Search Had

Conicilery
Coréroliar £ Ceacrgmon Ectren  Charrel tops Hote

You can view this information on the controller
by highlighting the controller and clicking on the
IP Edit icon, as shown to the right. You can now
edit the information or just close the window by
clicking on the Exit icon.

In order to add new Controller, you must click on
the ‘New' icon. You will see the popup to the
below right (Add Controller).

The product S/N, (each controller has a serial
number) just check on the PCB's label S/N:***#**
of the controller . This number will go into the
box labeled “*SN’

Copoller SR [STTT

MAC addepss  [C5T4 T HIBAD !

P iddrrny |-iE|:|:|:

Tubrad by |EE':':'3

[soen

Corcel |

Note: If you insert the incorrect serial number, it
will cause the software not to communicate with
the controller. Also, to setup the controller as a
‘Small Network’, see example below.

EMX Industries, Inc.
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Connecting EMX Defender as Small Network

If you want to configure your controller
for a Medium to Large Network. Skip the
below setup for a small network and
proceed to the next Heading of
Connecting EMX Defender as Medium to
Large Network Appliance below.

Under “Description” you may choose to
Create a specific name to identify the
controller

72
Basic Configure  Access Control ~ Basic Operate  One Card MultiFunc  Tools  Help
B~ Basic Configure =1 F K - L i
Controllers 5
T Departments Mew Edit Delete Uplosd Print Search Met
fL Personnel Controllers

Lost Card Register
Bl Access Cartrol

i L Access Privilege
=+ Basic Operate

i Console

i Check

w21 Adjust Time
Upload

Monitor

Download

- One Cand MultiFunc
#-  Attendance

Query Card Records

Controller # SN Description

General Information
“Controller #: ,1—
on: [
Description: [man

Active W

Nexts>

* Required, must be unique

Active |Channel type | Note

» A . S S

" Serial Port  [COM1

% Small Network(In the same network)

" Medium or large network, or internet

Cancel

Now you can click the Next icon and you
will see the following window.

Once you hit the OK icon you are ready
to configure the controller with IDs'.

@

Ba
=] Basic Configure
Controllers
458 Departments
i Personnel
Lost Card Register
Access Control
8 Access Priviege
=] Basic Operate

oo [T]

sic Configure  Access Control

Basic Operate  One Card MultiFunc

Tools  Help

LTI B 4
New Edit Deletc Upload Print Search Net

Controller#  |SN Description

Controllers

Active |Channel type | Note

g Console
. A %ﬁjﬂme Configuration
Here you may also choose to modify the & Uoad I Door Confgratn i |
" ! . " ﬁ Domnlead wr1 0. escription Congiftca:m”en :?pen Delay(Sec) |Active - ‘
names of the “Reader Configuration” by L G Cart o i B e Contlled 3 z
adding descriptive text under the oo |
‘Position’ rows, such as ‘In - Main Door’ Feader Carguraion
or ‘Exit - Main Door’, etc. » Desgf; Zi - e v
R2-A Ir|I !
R2-B Exit v
Cancel
| Operstion | Doorstep | Il | j;
Super Manager.abe Ver: 6.9.21 0. 20190409 16:55:13 i
Note: Remember to turn ON your Firewall when done.
EMX Industries, Inc. Tech support: 216-518-9889 13/40
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Connecting EMX Defender as Medium to Large Network Appliance

First thing you should is go into your network settings as shown below and make sure to verify and set
the IP address, so you will know what you should set the controller address to.

w
Networking  Sharing General

Connect using

Ijl Realtek PCle GbE Family Controller

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

Configure...
This connection uses the following items:

B Fie and Printer Sharing for Microsaft Networks
QoS Packet Scheduler

&3 Cliert for Microsoft Netwarks ~

() Obtain an IP address automatically
(®) Use the following IP address:

IP address: 192,168 . 0 . 99

Subnet mask: 255,255 .255. 0
L Intemet Protocol Version 4 (TCP/IPvd)
[J s Microsoft Network Adapter Multiplexor Protocol Default gateway: 192 . 168 . .

Microsoft LLDP Protocol Driver

4 Intemet Protocol Version & (TCP/IPvE) L Obtain DNS server address automatically
< > (®) Use the following DNS server addresses:

Install Uninstal Properties Preferred DNS server: l:l
[?I?r:cnzﬁ:::ion Control Protocol/Intemet Protocol. The default Afternate DS server: |:|

wide area network protocol that provides communication
across diverse interconnected networks.

[ validate settings upon exit Advanced...

oK Cancel oK Cancel

Above is an ‘example’ so remember your
settings when you go to setting up the
controller's address. Once you have this
setup, you can close out the windows "
showing the information. Moving forward,
you may have to shut down the firewall

MET Cwmnca
temporarily in order to add the network - M yrraas
appliance. Note: You may also have to iamgs L L LR CFL T, CrRI= s
shut off your Wi-Fi on your computer.
Now go into you controller software and
search for networks ‘Search Net’ ICON.
The following may be displayed:
EMX Industries, Inc. Tech support: 216-518-9889 14/40
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Select the ‘Edit’' ICON and enter you IP -

information for the controller, remember kit TR _—
do not use the same IP address as your RS
system. The ‘example’ is to set your IP

address to 192.168.0.99 and then the o
ML picreny

controller could be set to 192.168.0.89. ==

Now save your settings by selecting the Sritinns [FREATRT

‘Ok’ ICON. P - 1

o | Corcel | fption << |

e [E000

After you close the window, you can now

add a new controller by selecting the ‘New' -
ICON. As you can see below, you select the gt siiouug UL
Medium or Large Network, or Internet g%—:—- N O O U B S
option. S e | R - —
E Basc Operte
Enter all your information for this g%}
controller and not your IP address again B e — - et ]
and serial number on the controller. Y o " G i S e e
W[N"_ (5 Machum or lwege netaork. o wmermet
Aetve F * Ragued muat be s w [Rwson  eoRr feon=]

After you have entered all your info, select

the ‘Next’ ICON and edit your door i e | o=
configuration.
Note: Remember to turn ON your Firewall and Wi-Fi when done.
EMX Industries, Inc. Tech support: 216-518-9889 15/40
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Access Privileges

First you must select the ‘Access Privilege’
from the ‘Access Control’ Menu option. It
should look as pictured to the right of this
text. This feature may also be used to add,
delete or restrict a user and access points
either allowed or disallowed for one or
more users.

% Contactless Cards Management System V6.9

0 o

[T

asic Configure  Access Control

Basic Corfigure
Controllers
{8 D

Basic Operate

One Card MultiFunc  Tools

Help

& it o

o i

By Doors By Users Change Privileges Upload Print Export To EXCEL  Query

- Personnel
Lost Card Register
Access Control
L i]Access Privicac
Basic Operate
g Console
Check
-1 Adjust Time
%] Upload
~{B8l Manitor
~T&] Download
&1 Query Card Records
One Card MultiFune
-  Atendance

Door User

Access Privileges [By Doors]

Card ID

You will now select by clicking on the
Change Privileges icon, you will see the
window to the right of this text. For the
Optional Users screen you may select one
or more users using the Right single arrow
button, and to select all users, use the
Right double arrow button.

You may use a reverse process to remove
Users or Doors during this process.

Deswrmeet [JALL

Fa =] nedented upany
Srough nalacisd deory

Ckioral Ugars  COFWT s I3 ta Find
B ]
Cigtional Bior Lntpcind Cioor

<
Prokaber pHacisd ey Prokuber atlaried ey
hrough pelecied doory hrtugh pedecied docey
peiate peinte & upkad
L e
Copy Frivileges Ext

You will now select card holders and doors
by either selecting individual Users for
each door, or just copy all Uses for all
doors as pictured below. For the Optional
Doors screen you may select one or more
doors using the Right single arrow button,
and to select all doors, use the Right
double arrow button.

Optional Users:

\ccess Privileges Assignment

" Department  [IALL) =

Ctr+F or F3 to Find

Optional Doors:

==
L]

Selected Doors;

>>

Selected Users:

Permit selected users
through selected doors:

-1300101 -
1300102

-1300103 -
-1300104 -
-1300105 -

Permit selected users
through selected doors:

update: @ Upiste&upiosd

Prohibit selected users
through selected doors:

Prohibit selected users
through selected doors:

update: update & upload
-]

Copy Privileges Exit

Operation T Doors®ED—T

EMX Industries, Inc.
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Once you have the Users and Doors selected you will need to do the following:

Permit selected users

through selected doors:
v update After you click this button, then the selected users will be assigned to the selected

doors. This information will be saved into the software’s database.

Fermit =zelected users
through =selected doors:

@ Tt After you click this button, then the selected users will be assigned to the selected

doors. This information will be uploaded to the controller's firmware's database.

Prohibit selected users
through selected doors:

<] spdate After you click this button, then the selected users will be deleted from the selected

doors. This information will be saved into the software's database.

Prohibit selected users

through selected doors:
@ WREEESL O After you click this button, then the selected users will be deleted from the selected

doors. This information will be uploaded to the controller’s firmware's database.
Copy Priwvileges
If user A and the user B have the same privileges, we can copy user A’s privileges

to user B. This can be seen below.

7 A

i
¥
L - iy
g H el 0TS :I r—am-m_
3 —
2 i Gapied to he privileges of he followed sers:
Q
i
Lo
—
]
- Esit
. o

Basic Configure  Access Control Basic Operate  One Card MultiFunc  Tools  Help
=l Basic Configure i o -
Controllers % ﬁ e - 4
&% Departmerts By Doors By Users Change Privileges Upload Print Export To EXCEL Query
-t Personnel ALecess Privileges [By Users]
Lost Card Register
S Acosss Control Department User Card ID Door
B Access Privilege
=- Basic Operate p :Engineenng Ecardm 1300101 1-1
g;nwkle {cardl2 1300102 |11
ec !
- icard03 1300102 1-1
- E G‘:’lﬁdﬂme cardo4 1300104 |11
= Monitor card3 1300105 -
ﬁ Download
E? Query Card Records
B~  One Card MutiFunc
Attendance
EMX Industries, Inc. Tech support: 216-518-9889 17/40
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Rename Door

@

You can rename the doors by selecting ‘Console’
from the ‘Basic Operate’ Menu option. It should SeicCorie cwsforts ek pute_ OneCaeMtiure Lot
i Cortre 2 S EEE

£G4 Controllers .
Check AdjustTime Upload Monitor Download Realtime download Stop Clean Select All

look as pictured to the below of this text. Once in S

ersonnel
- Lost Card Register

the window, right click your mouse on the door CEESRe T [
and select from the popup window ‘Rename’ and Bes 1R | Pemeimatonime

- Upload

the following will be observed.

Set Open Delay

. . . =
If you agaln rlght CIICk you mouse on the door’ Basic Configure  Access Control Basic Operate  One Card MultiFunc  Tools  Help
you will be able to change your door delay as TR e e B D e e o s
# Personnel
Lost Card Register [Select many doors by CTRL + Left Click]

shown below Pt
78 Access Priviege
- Basic Operate
= Console
1 Gate2
g Check Open Door Delay{Sec): BEli
-1 Adust Time
; Upload
(B Monitor
Jel Download -DK Cancel
&1 Query Card Records
- One Card MutiFunc
Atendance

Basic Operation

You are still in the ‘Console’ from the ‘Basic Operate’ window.

Check Controller’s Info

Select the door you want to check first, click on e ettt o
Bl Basic Configure 5 - a X1 &

t h at d oort h enc I |C k t h e C h ec k | con Check Adiust Time Upload Menitor Download Realtime download Siop Clean Select Al

i Pemonnel
Lost Card Register [Select many doors by CTRL + Left Click
Aooess Cortrol
7 Access Privilege m D
=] Basic Operate Ny
-4 Console
oneal ik Gate2

m

-1 Adust Time

The door/gate status will be displayed as pictured 2
at the bottom of the previous page. It will show i G s

- Atendance

the control’s basic information such as the T
'W ate pen Time Description Information
number of records and privileges, door/gate . =
Dreﬁrr\n ea’ayls.ec 172657 |11 Open-Door Controlled-Delay(sec)3-2015-0
state, control state, open delay (sec), etc. S’ S
:;B'wl &M?D 07:29:04Wed]

Firmware Version: V30
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Upload Setting

After you set the access controller's information, =

you must upload the database’ configuration to
access controllers. Select the door you want to
Upload first, click on that door then click the
Upload icon and the following will be observed.
However, you may also choose “select all” to o SRS
upload to all door/gates at the same time.

LI Iy

Basic Configure  Access Control  Basic Operate  OneCard MultiFune  Tools  Help

-

1

2
Check Adjust Time Upload Remote Open Monitor Download

[Select many doors by CTRL + Left Click]

& @ X
Realtime download Stop Clean Select All

I

Detail

Run Time Info
Time Description

10:01:49  |1-1[39480]
10:01:50
10:01:50

Information

Begin Upload
Upload Configuration Successfully.
Upload Access Privilege Successfully.

Monitor

Again, select the door/gate(s) you want to -

icon. You can see, as the user presents a card ID,
if valid they will be displayed in green and if an
invalid card ID, they will show up in orange. If a gm
photo was assigned to the ID, the photo will also | (R
be displayed.

P O S—

: ¥ Query Card Records
B, One Card Mutifunc
e

Monitor, click on that door then click the Monitor

Controliers

trol  Basic Operate  One Card Multifunc  Jools  Help
3]

i il
Check Adjust Time Upload RemoteOpen Moritor Download

CTRL + Left Click]

: e x
Realtime download Stop Clean Select All

CardiD: 1500005
Name:

Addr. 1-1(n)
State: Denied Access-No
PRIVILEGE

Run Time Info
Time | Description

Dept:
Time: 4/11/20191207:36 AM (100148 |1-113%480)

1001:50
10:01:50

10.05:09 |11

Information

Begin Upload
Upload Configuration Successfully.
Uplozd Access Privilege Successfully.

10:05:08 | [1-1]Need Upload! [33480]Clock should be 2015-04-10 10:05:

Open-Door Conirolled-Delay{sec)3-2015-0

1308635-cardD2-
1500005~ - -Denied Access-Ho PRIV

EMX Industries, Inc. Tech support: 216-518-9889
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Download Database

There are two ways to download the database
from the controller and save it onto the PC. One
method is to select under Basic Operate then the
Console selection, highlight the door / doors you
want to take the info from, then click on the
Download option. Or from the menu bar select
under Basic Operate select the Download option.

After you highlight the doors and pressed the
appropriate icons, you will see the following
window. Later in this document you will be
shown where these files are located and what
you can do with them.

m\w

=]

© Contactless Cards Management System V6.9
One Card Multifunc  Tools  Help

=
me Upload Monitor Download ~Realtime download

asic Configure  Access Control _ Basic Operate

Basic Configure
Controllers.
243 Departments
i Personnel
Lost Card Register
Access Control
79 Access Priviege 1
Basic Operate N

(SR T
Stop Clean SelectAll

s by CTRL + Left Click]

Run Time Info
Download

& Query Card Records i DEZEiiir]

One Card MokiFunc
Atendance

Information

Begin Getting Recards...
Begin Getting Recards.
Download Completely. The totsl is 5

1211658 |AVI52177]
1211658 |AVI52177]
12:16:58

Locate

While in the Basic Operate, Console mode and
running Realtime Download, if you right click on
the door, a popup window will appear with the
option to Locate Personnel. This will give you the
last door that person was at and for how long.

# Contactless Cards Management System V6.9

Basic Configure  AccessControl  Basic Operste  OneCard Mulifunc  Iools  Help

e x o

B Basic Configure - =
Controllers ’ﬁ - 3] ‘
2] Departments Check Adjust Time Upload Monitor Downlosd Realtime download Stop Clean Select Al
-# Personmel
- Lost Card Register [Selectmany d o

1
B Access Control
5@ Access Priviege

B~ Basic Operate Department: [[(ALL) hd
g Console |
Check User: card()1-1300101 -

=

-1 Adiust Time

® Upload

o che
75l Download

&% Query Card Records Engineering card01 CardNo 1300101 Workho
B One Card Mufifunc

Atendance

12013-01-14 11:08:24 EnterInto  AVI

Detail Dont Go OF L
bn
Stay: 1Hourls) 17Minute(s) F

r Controlled-Delc

122221 [AVIBZ177TTotal Records 0

EMX Industries, Inc.
Document No. 10280104 Rev. 1.2

Tech support: 216-518-9889
technical@emxinc.com

20/40




Persons Inside

While still in the Realtime download, Select the
door first and then Right Click, and another
option for the pop-up menu would be the Person
Inside, select this Persons Inside option, it will
show in another window, the Persons Inside what
door. As you can see from the image, it shows
what card holder is in a department.

doors by CTRL + Left Click]

rsons Inside the Door

v Bl - & 57 (o4

Query Print Export ToExcel Savelayout Restore Default Layout Close
= v
Query in the 1] Dayis)  Addr

Persons Insider | 4|
Quiside: 1

Detal [ Auto Refresh. Cycle: [0 =] Sec

Enter I Detail | Outside |

L @B " B B : e At g

Check AdjustTime Upload Monitor Download Realime download Siop Clean Select All

Enter In Detail
Department Consumer No. lorker No. Users Door Date time.
} |Engineering 3 card03 B 11472019 12.17:02 PM
4 card04 A 1/14/2019 12:16:50 PM
1 card01 A 114/2019 11:08:24 AM
5 card0s a0 11472019 11:07:50 AM

Query Records

example of the database items recorded earlier.

® Contactless Cards Management System V6.9

Basic Configure  Access Control  Basic Operate  One Card Multifunc  Tools  Help

El-  Basic Comfigurs
8 Cortrolirs B &
.2k Departments Query Print Export ToExcel Save Layout Restore Default Layout
Persornel
Lost Card Register FROM:|Last 100 2:00.00 AW — Addr: ] (ALL)
i Access Control Ain]
L Access Priviege Tor|Last Event :59.59 PM = AVI[Exit
5, Bl Spee Department:[ALL = User JALD =
-8 Cheek
T Adust Tme Card Records
H Upload D Card ID Worker No. Users Department Date/Time Address -
{8 Monior —
+-2] Download
* €9 Query Card Records | [# |22 1300103 card0s Engineering TAAR019 121702 P |AVIln]
B~ One Card MutiFunc 2 1300103 card0d Engineering 22018 1Z21700F | AVI[in]
Attendance 41 13010058 1142019 121656 P AVI[in]
£ 1500005 T4R019 121654 P |AVI[in]
3 1300104 card0d Engineering 42019 121650 P | AVI[in]
2 1500005 42019 11:0828 A |AVI[in]
7 1300101 card01 Engineering 4019 11:0824 A |AVI[in]
% 1300105 card05 Engineering 42019 11:0750 A |AVI[in]
B 1300101 card01 Engineering 42019 11:0746 A |AVI[in]
) 1300105 card05 Engineering T4R019 11:06.14 A |AVI[in]
ES] 1300225 71272018 TT:06.10A | AViln]
2 1300101 card01 Engineering 71272018 TT:0608 A | AVl
3 1300101 card01 Engineering 71272018 TT:0052A | AVi[in] =
El) 1300225 7122018 056124 | AViln]
2 1300105 card0s Engineering 71272018 05608 A | AVl
28 1300105 card0s Engineering 111472018 3:44:08 AM_|AVIlIn]
27 1300105 card0s Engineering 11072018 92234 AM_|AVIlIn]
% 1300104 card04 Engineering 171072018 9:2230 AM_|AVIIn]
E 1300103 card0d Engineering 171072018 9:2226 AM_|AVIlIn]
24 1300102 cardlz Enginesring 17102018 32222 AM | AVIlIn]
2 1300101 card0l Enginesring 111072018 3:22:16 AM_|AVIlIn]
2 1500005 11072018 3:22:14 AM_|AVIlIn]
21 1301005 171072018 3:2208 AM | AVIIn]

You can select individual doors, individual departments, or even individual users.

This option will display the database you downloaded earlier from the controller. Under the Basic
Operate menu, click on the Query Card Records from the menu bar. The following window is an

EMX Industries, Inc. Tech support: 216-518-9889
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Lost Card Register

When someone has lost his or her card, you can
delete the old card, and then reissue a new card
by using this option. The steps are as follows:

Select from the Basic Configure menu, select the
Lost Card Register as seen below

%

Ba
=]

m

=]

sic Configure  AccessControl  Basic Qperate  One Card Multifune  Tools  Help

Basic Configure
8] Controllrs
24 Depatments
Personnel
Lost Cand Register
Access Cortrol

Accsss Privi
i [——
% Cansale
Check
[1 Adiust Tme Depariment: [(ALL) -
- Upload
{8 Monitor Optional Users:
~7] Dowrload
1 card01 1300101 -

£ Query Card Records
One Card MutiFunc
Attendance

card02  -1300102-
card03  -1300103-
card04  -1300104 -
card05 1300105 -

Lost Card's ID: (1300101
NewCardsiD: [~
[mome [ a ]

OK And Upload Close

Operator Management

As you can see from the top menu, there is an option called Tools, click on that and select the Operator
Management option. As you can see from this option, you can add operators, edit operators, delete,

operators and set their passwords.

Change Password

To change operator’'s password. This function will
change your passwords. As you can see from the
top menu, there is an option called Tools, click on
that and select the Change Password. Kind of
self-explanatory, just enter the old password,
then enter your new password and confirm.
Remember your passwords.

=

Basic Configure  Access Control

¥ Basic Confiqure
Controllers
s Depatments
-] Personnel
Lost Card Register
Access Control
-8 Access Privilege
=] Basic Operate
Console
Check
~[71 Adjust Time
E] Upload
-[E8] Monitor
T Download
&1 Query Card Records
= One Card MultiFunc
Atendance

Basic Operate  One Card MultFunc ~ Tools  Help

Change Password

Old Password: ||
New Password
Cenfirm New Password:

oK Cancel

EMX Industries, Inc.
Document No. 10280104 Rev. 1.2

Tech support: 216-518-9889
technical@emxinc.com

22/40




DB Compact/Repair

If you have issues with the user database, this
function will repair it. Select the option under

Tools, DB Compact/Repair.

Ore Cort MbFure
Aerndance

coessSontred  Bask Qpenate  Ona Cord MsitFure Joois  Melp

R Operstor Marageerant

" o 1] -3 o T
A0 EdxOperitur - Dulota” Sut Punswerd : Ovpntby’. Ooec' Clane
Nove

B

41 Query Cond Reconds

Interface Locked

If the operator is afraid that someone will operate
the software after she or he has left, they can lock
the interface, the application will run as normal, e
then they can unlock when return.

Select the option under Tools, Interface Locked. B
After he or she comes back, he or she inputs the s
password and continue working

B

asic Configure Access Control  Basic Operate  One Card MultFunc  Teols  Help

B
=} Basic Corfigure
i Controllers
i & Departments
i Personnel
Lost Card Register

i@ Access Prvilege
¢ & € Basic Operate

*-igj Comsole
V! 5efB Check

7] Adjust Time

&8 Query Card Records
=] One Card MuttiFunc

Basic Func |

[¥ Access Control I Patrol I~ Other Shift I~ Const Meal
Environment

@& Office © House W English [~ j@I{F I~ s5hE

Auto Login

[~ Auto Login ™ Auto Login and Monitor

I~ Minimized I Auto Login and Realtime Data Collection.

I™ Manitoring New Record and Beeper

Directory For Backup: Browse

¥ backup access datsbase before quit

ok | Camel |
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Look for the ‘Tools’ option on the top of the software window, when you click on it, the ‘Extended
Functions’ will be available to select.

[tools] >> [Extended Functions]

Tools | Help

Change Fassword
Operator Management

IE Compact/Repair

Periodically upload users’ priwilege
Interface Locked

When you select this option from the menu, you will then need to enter the password in order to
unlock the features. The password is ‘5678’

-0l
fi

.

*DISCLAIMER*

Note: Care must be taken with the following Functions and Features of this section as they are not supported by EMX
for any technical assistance. These functions are being offered to you as a ‘use at your own risk’ option as they are
complicated Access Control features and should only be used by highly experienced installer/integrators.

The extended function option tabs are:

Events
Interface
Normal
Advanced
Others

e wWwN e

EMX Industries, Inc. Tech support: 216-518-9889 24/40
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Event | Interface | MNorma

ol

Event Interface | Morma

Extended Functions List
Active | Description
» Save Button Operation History
Record alarm & failure
Leg Query
Door Status With Door Sensor

Extended Functions List
Active Description
» Multi-level operator privileges
Display Patrol
Don't Display Access Control
Don't Display Attendance
Display Other Shift Schedule
Monitoring Map
Camerz Menitoring
Active Const Meal
Active Meeting Sign

OK Cancel

Event | Interface | Normal Advanced

Extended Functions List
Active Description
» Timing auto-operation management
Anti Pass Back
InterLock

Activate multi-card access
First Card Open
Active Check Access Inside

OK Cancel

*DISCLAIMER*

OK Cancel

Advanced  Others

Event | Interface  Normal | Advanced

Extended Functions List
Active Description
Activate Time Profile
Remaote Contrel Openning Door
Set Door State(MO/NC/ONLINE)
Lecess Keypad
Supervisor PIN
Peripheral Control

Extended Functions List
Active | Description
[ 3 Timing Download
Don't backup datsbase before quit
Multi-card exit when multi-card entry
Periodically Upload Privilege
Open By Inputing ™ Card"PINE
Force pazswaord valid after swiping registered card

0K Cancel

0K Cancel

Note: Most of the following features and functions on the following pages are normally used for
complex access control systems that will not be used by the everyday site and/or user. Although
this manual will help work with some of the more commonly used functions, this portion of the

product is not supported by EMX for any technical issues. The stated purpose of this product and
this software was to offer a simple door/gate control product that is low cost.
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Scheduled Door Control

#y Extended Functions

Event ‘ Interface | Normal  Advanced | Others |

Information

Update Successfully. Please exit and restart the software.
Do you want to restart now?

Yes Mo

Extended Functions List

Active | Description

First Card Open

P v {Timing auto-operation management
L Anti Pass Back
) InterLock
L Activate multi-card access
(=]
[

| Active Check Access Inside

Schedule certain days or times for the controller to keep one or more of the doors opened or closed.
[Extended Functions] >> [Advanced] >> [Timing auto-operation management]

When you select this feature as seen in the picture to the right, and click on the OK button, you will
be asked to restart the program. Once you re-log into the program, you will now have the option to
set schedules to hold the door open or closed.

Tools | Help

Change Password

Operator Management

DB Compact/Repair
Extended Functions

Opticn

Pericdically update access method

| Periodically update access method management

Interface Locked

% Date 01-01 -
" \WeekDay

—WweekDay

v Monday

¥ Tuesday
IV Wednesday
¥ Thursday
IV Friday

¥ Saturday
¥ Sunday

Operate Time: |23:59:59 E:

Access method:

[T Custom

Maximum tasks for each controller must not exceed 20.

Door Controlled +

Adapt to: I[AII Dooar) v I

Tasks List

SNo | Time Date | Mon |Tue

EMX Industries, Inc.
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Date, WeekDay, and Time Selection: On the left, select Date or WeekDay. Selecting Date will
control the door from the selected day and time, until another selected Date changes the settings.
Make sure to always set two dates. For example, on 12-31 (December 31%) at 6pm set to Door Closed
for the new year holiday. Then on 01-02 (January 2"%) at 6am set to Door Controlled to allow people
in the building with a valid tag after the holiday is over.

Selecting WeekDay will allow a selection of certain days of the week to apply a schedule at a certain
time every week on the selected days. For example, selecting Monday through Friday at 6am and
Door Open will hold the door open at 6am until the next schedule. Then setting a schedule from
Monday through Friday at 6pm setting to Door Controlled will allow people to use their tags to get
into the building after work hours.

Door Controls: On the right are the various Access Methods that can be selected to change the door
control. Door Open means the door will stay open, Door Closed means it will stay closed, and Door
Controlled is the default method where people can gain access with a valid tag. In the Adapt to
dropdown, either all doors or select doors can be chosen to apply the schedule to.

Upload Changes: Once all desired schedules have been added, close the window. Perform the
following to upload changes to the connected Defender controller.

Select Basic Operate >> Upload (Left) >> Select Doors >> Upload (Top)

=@ Contactless Cards Management System V6.9

Basic Configure  Access Control  Basic Operate  One Card MultiFunc  Tools  Help

% Gk Cotar 7 = O
el Dc;p‘:;::ms Check Adjust Time | Upload | Monitor Download Realtime download Stop Clean Select All
i ! T RS llvllcyc I:JL Pefsonne‘ U Iuad
= Basic Operate Lost Card Register [Select many doors by CTR _ ck]
Console B Access Control
Time Profile
|—-I g\gzcs{: Time S Access Priviege E G G B
i =] Basic Operate K K K
s JUolad S
& Monitor Check
[7] Adjust Time
Tzl Download Upload
&! Query Card Records Monitor
(| Nma Caed M BiC ma t=]| Download
Ex'! Query Card Records
B One Card MuttiFunc
= Atendance Detail Run Time Info
Time Description Information
EMX Industries, Inc. Tech support: 216-518-9889 27/40
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Remote control, Open Gate/Door via TCP/IP

If you want to open the gate or unlock a door manually using the control software, then you would
need to set this function. This is useful when someone needs to enter and does not have a card or tag
and you want to allow them inside.

[Extended Functions] >> [Normal] >> [Remote Control Opening Door]

When you select this feature as seen in the picture to the right, and click on the OK button, you will
be asked to restart the program. Once you re-log into the program, you will now have the option to
open any door by way of a mouse click.

L

Event | Interface  Normal | Advanced | Others |

Extended Functions List
Aclive | Description
Activate Time Profile

LA C— Remote Cantrol Openning Door
Set Door State{NO/NC/ONLINE)

Access Keypad

Update Successfully, Please exit and restart the software. Supervisor PIN
Do you want to restart now? Feripherzl Control

Yes Mao

OK Cancel

sic Configure  Access Control Basic Operate  One Card MultifFunc  Tocls  Help

Basic Configure /@ | - 1l S &

Cortrollers
&% Departments Check AdjustTime Upload Remote Open Monitor Download Resltime download Stop Clean Select All

----- . Personnel
----- Lost Card Register [Select many doors by CTRL + Left Click]
B Access Control

=@ Access Privilege
[~ Basic Operate

Console 141
..... Check
- [] Adiust Time
Upload
Monitor

P @

7| Download
&8 Query Card Records
- One Card MultiFunc

- Attendance

Detail Run Time Info
Time Deescription Information
Operation | Doorstep |
Super Manager:abc Ver: 6.9.21 0 2019-02-21 18:19:22

As you see in the Basic Operate + Console menu, you now have the option to ‘Remote Open'.

[Extended Functions] >> [Normal] >> [Peripheral control]

EMX Industries, Inc. Tech support: 216-518-9889 28/40
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Extended Functions

Advancad | Others |

=10l

Ewvent | Interface

Extended Functinns List [
Active |Description |

» O Activate Time Profile

_D Eemote Contrel Openning Door

O Set Door State (NO/HC/ONLIKE)

] hecesz Keypad

] Supervizor FIN
(] Feripheral Control I

o | Cancel |

Select Basic Configure >> Access Control >> Peripheral control

Bazie Configure

Bazic Configure
Controllers

J-H Departments

] Fersommel
Lozt Card Register

=

ﬁ feocess Privilege

[Peripheral Control I

i 4

Access Contral

rol Extra

Controller #: |2

™ Pexripheral Control

EIEX

el el Cemtfgmroem |
Triggering ressons of svents

Controller oo Forced  Open too Threat| Iovalid Card|p

# Open long Code Swiping o

1 34082 Tlevelapment ; HE;
p 2 £19995 w v £ ¥ |Font door;

3 29723 storage; mesting:

Hardware Configaration | Change Threat Code Chenge Allowable Open time (Sec)
633988 25
Default threat cede — 699968
Default allowsble open time — 25 seconds
i3 Caneel

oard H:

SH ;119995

[ Output for arm

0K Cancel

Triggering
Terminal block 1

Terminal black 2

Terminal black 3

Rrost door |

Terminal block 4

v

Seurce

Triggering Event Types Output Time Remains (Sec)

| Threst Cods
Open too long

Advanced Options For Output

[¥ Dutput remainz before the door iz closed when Forced Open happens

[ Dutput rensins =nd lasts in seconds (utput Tine Rensins) before the
door is closed when the deor is epen too lomg

| Options

T::l
Options
T::l
Options

¥ flutput remains before the door is closed when the door is open tos long

Cancel

A4
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Password Management

Extended Functions] >> [Normal] >> [Access Keypad]

=E

Ewvent | Interface  Hormal | hdvanced | Others |

Extended Functions List

hetive |Description
heotivate Time Profile

Remote Control Openning Door
Set Door State (NO/HC/ONLINE)
hecess Keypad

iSupervisor FIK
Feripheral Control

o]
[ {4 o o

Select Basic Configure>>Access Control>>Password Management

- . =lolx
Bazic Configure Access Control o =

ﬂ E . r £i r & keypa | FIN Code | Contreller’s Passwerd | Manusl Input Password
- a5lc onrl1lguare
Euntr |:|11 ars Eeader #[SH Description |(Position Activate Keypad ’;I
‘F;H DEP artments I 5 50673 Ri-A meeting room(in] O
F 1 I 6 (50879 EI-B meating room[out] O
ﬂ.. EY S0nne ] T 15041 El-A development [in] =]
Lost Card Re gi cter I & 15041 EI-B development [out]
I 3117229 Ri-A Front decr[in]
— becess Control Iy 3217223 R-B Framt, e fonid
L. I 3534087 Rl-A storage[in] O
ﬁ Aocess Pr1V1lEEE ] 36 34087 Ei-B storage[out] O
Pazsword Manazement || 57 34087 52k HR[iz] O -l

[1:4 | Cloze |

4
[er— HE
hetivate keypad FIK Code | Controller’ = Fassword |
Personnel
Ho. HWorker Ho. Hame Card ID Department
1 Sali 18016185 Sales Ho Password
Anber 16013377 Tevelopment'Developm | Changed
p 3 Jack 15013699 Customer Services Unchanged
Lily 20TS365T Operation Unchanged
Change PIN [Jackl]
Hew Password |******
Confirm Passvword |MMM|
0K Cancel
The default PIN is 123456;
Change FIN J When PIN=0, the user will access by card without PIN input needed
[1):4 Cloze
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[Extended Functions] >> [Normal] >> [Supervisor PIN]

BOT1T R

JHESCYITITIONn
1

Lo

upervizor PIN

ﬂgpasswnrd Management
Astivate keypad | PIN Code |Comtroller’s Password ‘

g [ 3]

[New Password: |32553',' ] # Required, >0 and €999999

Adapt to

Fassword | Adap!

=

Hote: Maximum|Front daor[Tn]
Front door [Exit]
Dewel opment [Tn]
Development [Exit]
sales[In]
Password List |sales[Exit]
anazer[In]

-

Y

Add

:[

d 4

SBTE4E Front door [In]
9BE54T Front door [Exit]

Delete |

[Extended Functions] >> [Others] >> [Supervisor PIN]
Open By Inputing “#Car d*FPIH#"

[1):4 |

Egpasswnrd Management

Activate keypad | FIN Code | Controller’ = FPassword

Close |

4

=lax

Keader #|SH Description |Fesition ‘ ,,Eéz;_lﬁni;?;;,\. ’;I

I 444015 Ei-A 1#[=1te] O
5|50879 Rl-A meating room[in] O

| & 50873 El-E meeting room[ount] O
| T 15041 El-A dewelopment [in] w|
] 15041 El-B dewelopment [out]
[ 31 1TE29 El-A Front door[in]
32(17229 RI-E Front door [out]

[ 35 34087 El-A storage[in] [}
I 3634087 RL-E storage[out] [l

[1):4 |
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Anti-Pass-back

[Extended Functions] >> [Advanced] >> [Anti-pass back]

Basic Configure Access Control

/™ Extended Functions -10) =
- Basic Configure
Event | Interface | Hormal Others | Controllers
fh# Departments
Extended Functions List | i Fersomnel
Active |]]escr1pt10n | Last Cd Eg”ter
— - B oniro.
’_D Tlm?n auto-operation management =3 Aresss Priviless
= Anti Pass Back Anti-paschack
% anti-passback - 1ol =l
e |
Controller |SHa. | Anti-passback [Hote [
p 1 15002 O Front door;
e 34087 O Dewelopment A;  sales 4;
Iz 50000 O managerd;
e mzection;
0K Cancel
¥ Ho.t
I simde e
Y
Exit
4
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Camera Monitoring (IP Only)

[Extended Functions] >> [Interface]
>>

[Camera Monitoring]

Event Normal Advanced | Others

Extended Functions List

hetive |Descr1ption

Multi-lewvel operator priwileges
Display Patrol
Tor' t Dizplay Access Control

Don' t Display Attendance
Display Other Shift Schedule
Monitoring Map

mMOgoo00

s

Camera Monitoering

Tools | Help

Change Password
Operator Management
DE Compact/Repair
Extended Functions
Option

Camera Management

Interface Locked

Select [Tools] >> [Camera
Management]

Il Canera Nanagement

CEX

Cameras
Camera Hame IF Address
Hew Edit Delete

Readers - Web Camera

Reader Hame Camera Name

p |Sales[In]
Sales[Exit]

Edit

Set ¥ideo IP

Delete Bnp—Video

To add an IP camera, click ‘New/, as shown:

¥eb Camera Configure

Camera Name: |53195

1P: [192.168. 188,123

Hote. : ‘

o |

Cancel

Set the Readers corresponding to the IP
camera

Readers - Web Camera

Reader Hame Camera Hame

p [Seles[In] Sales
Sales[Exit]

S5elect WebCamera

Camera Hame:

Edit
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asic Configure Aecess Control Basie Operate One Card WultiFunc Tools Help

. ) 2 3| * B B
Display Photo Compare Window. Select the e e e e e
Console] >> [Camera] s B
If you want to delete snap pictures and video files

[Tools] >> [Camera Management] >> [Delete Bmp-Video]

If you want to set up video server's IP address, do the following

[Tools] >> [Camera Management] >> [Set Video IP]

Next, input ‘New IP Address’ and re-input
‘Confirmed New IP'.

01d IF Address:

MAC address

Hew TF Address

Confirmed Hew IF

Subnet Mask

Defanlt Gateway

(]9

[toz. 168, 188. 123

|2ss. 255, 255. 0

| Cancel_|

If you set the Video IP, Successfully, the
image on the left will be displayed.

Information

i ) Update IF Successfully!

The Device runs normal after 30 seconds
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If the Set Video IP Failed, you will see the
display in the left.

Query Camera View

[Query Card Records] >> [Camera View]

THatic Cenfigere  hecess Cratrol

“Basic Qperate One Card Beltifenc Lools Fely

Pasie Configure
Contrallers

& & [ &

(1)

Departaents
§ Terscanel

Query h;nl ltpet\’fo Excel Seve

Luyout FEeztore Default Luysut ! Caners View |

Lost Card Register _.J

s [hul Event

il MY

[ 2]

QLL)

Actess Ceatrel

*9 Access Privilege

Basic Operate
Conzole

=]

To ﬁ.u! Event

Bepartasat: [LD) -l

I =l
wee: [AD 7]

v ST
Sales(Exat])

Chack
o) Myust Tine
* Uplosd

Homi tor
Jll Bevalead
{ Query Cord Records J

Ora Card WG Yune

Card 1D

10010185
18016185

. Attandance

Photo Compare

Cowrd Records

Yorker ¥ Users Departaent
[Sales
Sales

Pharon
Sharon

Sales{In]

Kard No 18016165

BB06 11 Flo3FH EN

Pate/Tine

113 16 B0

2008-11-3 164435

1

Address

“Sudesiing

Sales(In)

Nene Sharen
Krowp: Sdes
Dese :Hou\l- Access . < >
Tene:  2008-11-3 16:45:06
1

Zosa In/Out
cloze
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The Access Control System activated the Attendance by default. If you want to cancel this function, then do the

following

Normal Shift Configuration

[Extended Functions] >> [Interface]
>> [Don’t Display Attendance]

ﬂgEHtended Functions

Event = Interface | Hormal | Advaneced | Others |

=lal x|

Extended Functions List

hotive |Description

Multi-lewvel operator priwileges
Display Fatrol

Don' t Display Aceess Control

O o

Don' t Display Attendance
Dizplaw Other Shift Schedule

_

- One Card MultiFune
= Attendance
Hormal Shift Configuration
Holidayw
Leawe/Business Trip
Marual Zign In
Attendance Report

Attendance Normal shift Configuration

1. Permit arriwve late by no more than I 5 3: mins.

3. Permit leawe early by mo more than I 5 3: mins.

5. The last swipe time that is I 60 3: mins later than off-duty

#ill be talken az owertime.

2. hrrive late over | 120 =5 mins will be taken as absent of I}{alf Day 'l

4. Leave early ower 120 =4 mins will be taken as absent of IHalf Day vl

% Two times each day " Four times each day (1):4 |
Two times
On Duty: | g:30:00 =
Off Duty: [17:30:00 =
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Holiday

One Card MaltiFunc

SR 1 Jit

iday Setup (i

= Basic Configure
Controllers
d¢s Departments
1§ Personnel
Lost Card Register
B hecess Control
T Access Privilege
= Basic Overate
£ Comzole
A Lheck
[7] Adjust Time
M= Upload
Momi tor
Download
uery Card Records
= One Card MultiFune
+ Attendance

-

& L]

Check | Adjust Time Upload Monitor Downlead Realtime download

[Select many deors by CTEL + Left Click]

(S |

&

Clean Select A1L

R

Bun Time Info
1-2

Door State:
Control State
Controlled
Open Delay(secl: 3
Controller SH: 34087
Comnm Port : SMALL
—=Rec.: 1116

—~Priv.:

——2008-09-2T 17:53:55[Sal

Time
17:53:56
17:53:57

Open
Door -1

1-2

t]
Firmware Version: Va2,
koK

Moo |t
Open—Door Controlled-Delay (sec)3-2008-09-27
Open—Door Controlled-Delay (sec)3-2008-09-27

t l'-_'l'l.liElII.l: (] Holidaps List
) ) ) Description  Begin End Fote
Hormal Shift Configuration
p Labor Day 2005-05-01 A M 2006-05-03 P.M
Hational Tay 2005-10-01 A M 2006-10-03 P.M
Hl:ll 1 d&}r Hew Year 2009-01-01 A M 2009-01-01 P.M
. . el Holiday
Leawve/Business Trip
Mamual Sign In
Attendance Report
List of Days Heed to Work
Description  |Begin End Note
add York Day
Del York Day
{* Sat. Rest ( Sat. F.M Rest ( Sat. Work @ Sun. Rest (" Sun PM Rest  Sun Work
14 Cancel
Baszic Configure Access Control Basic Operate One Card MultiFune Tools Help
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How do you ‘reset’ a board to factory default?

To restore factory settings: When the software and controller communication are
normal, select the controller that needs to be restored to the factory settings in the
main console, press: Shift+F6 button, enter the extended password: ‘5678, click to
confirm the factory settings

Is It Better to set static IP address to Large Network or Small
Network?

A small LAN does not need to set an IP address, but the setting is also possible. For
a large LAN (cross-network segment), an IP address must be set.

How many Facility Codes can be held and use at same time?

Theoretically, the number of controllers that can be used in the same software is
unlimited.

Is the identification made by the printed Serial Number or by MAC
address?

The controller of the same system (a small/medium network) is identified by the
serial number (SN code)!
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Controller Wiring Diagram

SYELED Minks whis
Defender is powered

LED blinks when
Dafarsdar Nas AN GRFGE

LEL Blinke when
waecianing valld 1ag data

LED fuamis amwha:
corrasponcing doar is
aetivaied

LL=D blinks curing
wibwrne comma

|

Connection
Red

PR

{ Docr #1 Reader | |— i Door iz Reader Jl“—_

RELAY-CT

RELAY-CE
M 12248

m

HELAT-L5 5

RELAY-Cd 7

LR e Ly e ]

|

mar FIME

dh]
Rt

ard)

{ Der #4 Raadar

£
J

I_ AR

Function
12V+

Black

GND

White

Wiegand D1

Green

Wiegand DO

Brown

LED+
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Controller Network Configuration

LAN, local area network . -
IF." - .
schematic detail drawing. ol =11 5 1 & w| Network Switch

Control Center

Defender TCP/IP Network Controllers

Using LAN network connection it is similar to adding another computer
(or workstation) to your existing internal LAN. Simply plug Defender into network

and you may use virtually any local computer (with Defender software loaded) to
unified local area network Defender system management and control

WAN, wide area
networking schematic
detail drawing

ASDL MODEM
\ S0

ASDL

ASDL

ASDL MODEM
\ DD

Hoo2| Network Switch |

Lo o] 1

[H--2] Router

Defender TCP/IP Network Controllers

EMX Industries, Inc.

Tech support: 216-518-9889
Document No. 10280104 Rev. 1.2

technical@emxinc.com

40/40




	Part 1 - Setup and Remove Applications
	Setup Applications
	Software Setup
	Register Software

	Part 2 – Login and Setup Software
	Part 3 Adding and Editing Basic Information
	Add Departmental Information
	Add and Edit a Card Holders
	Import Card Holders Information from Excel

	Access Control Configuration
	Hardware Configuration
	Connecting EMX Defender as Small Network
	Connecting EMX Defender as Medium to Large Network Appliance
	Access Privileges
	Rename Door
	Set Open Delay

	Basic Operation
	Check Controller’s Info
	Upload Setting

	Monitor
	Download Database
	Locate
	Persons Inside
	Query Records

	Lost Card Register

	Tools
	Operator Management
	Change Password
	DB Compact/Repair
	Interface Locked

	Software Extended Features
	Scheduled Door Control
	Remote control, Open Gate/Door via TCP/IP
	Password Management
	Anti-Pass-back
	Camera Monitoring (IP Only)
	Query Camera View

	Attendance Module
	Normal Shift Configuration
	Holiday

	Questions and Answers
	How do you ‘reset’ a board to factory default?
	Is It Better to set static IP address to Large Network or Small Network?
	How many Facility Codes can be held and use at same time?
	Is the identification made by the printed Serial Number or by MAC address?
	Controller Wiring Diagram
	Controller Network Configuration


